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Abstract

Oblivious Message Retrieval (OMR) enables recipients to retrieve
messages from an untrusted server without revealing which mes-
sages correspond to them. OMR is useful for privacy-preserving
systems such as anonymous messaging and blockchains. Existing
constructions are inherently built in the public-key setting and use
Fully Homomorphic Encryption (FHE) to allow a detector to scan
a public bulletin board and produce a compact encrypted digest
containing only relevant messages. However, this design incurs a
major practical limitation: sender-published signals are large (hun-
dreds of kilobytes), leading to significant bandwidth, storage, and
on-chain costs.

In this work, we explore the efficiency gains achievable by mov-
ing to a private, stateful setting, and introduce stateful OMR, a new
model in which senders and receivers maintain lightweight private
state to enable more efficient anonymous communication. Based on
this model, we design StOMR, a protocol that significantly reduces
the size of sender signals compared to prior approaches. To sup-
port the required shared state, we further introduce an OMR Key
Encapsulation Mechanism (OMR-KEM), which allows users to pri-
vately establish shared state and instantiate stateful OMR without
out-of-band channels.

We implement StOMR in C++ and evaluate it against the state-
of-the-art systems PerfOMR (USENIX Security 24), SophOMR
(USENIX Security ’26), and InstantOMR (USENIX Security ’26). Our
results show that StOMR preserves detector performance while
achieving a signal size approximately 550X, 650X, and 178X smaller
than PerfOMR, SophOMR, and InstantOMR, respectively.

CCS Concepts
» Security and privacy — Cryptography.

Keywords

Oblivious message retrieval, fully homomorphic encryption, re-
ceiver privacy

“Work completed while at Nillion.

Authors listed alphabetically;
see https://ams.org/profession/leaders/CultureStatement04.pdf.

This work is licensed under a Creative Commons Attribution 4.0 International License.
CCS ’26, The Hague, Netherlands

© 2026 Copyright held by the owner/author(s).

ACM ISBN 979-8-4007-2871-6/2026/11

https://doi.org/10.1145/3830454.3846701

Keewoo Lee
Ethereum Foundation
keewoo.lee@ethereum.org

Dimitris Mouris"
Snap Inc.
jimouris@udel.edu

Jean-Luc Watson
NVIDIA

jwatson@nvidia.com

ACM Reference Format:

Charles Gouert, Keewoo Lee, Dimitris Mouris, Yiannis Tselekounis, and Jean-
Luc Watson. 2026. StOMR: Stateful Oblivious Message Retrieval. In Proceed-
ings of the 2026 ACM SIGSAC Conference on Computer and Communications
Security (CCS °26), November 15—-19, 2026, The Hague, Netherlands. ACM,
New York, NY, USA, 15 pages. https://doi.org/10.1145/3830454.3846701

1 Introduction

Oblivious Message Retrieval (OMR), introduced by Liu and Tromer
[45], is a key primitive for reconciling efficiency with strong meta-
data privacy in settings where large volumes of encrypted data are
publicly available. In such systems, recipients must identify which
ciphertexts correspond to them without revealing this interest to
external observers. Naively scanning all data locally is computation-
ally prohibitive, while relying on a third-party server introduces
the risk of leaking access patterns and thus sensitive metadata.

OMR addresses this challenge by enabling users to delegate the
task of message detection to an untrusted server — often referred
to as a detector — without disclosing which messages are relevant
to them. Concretely, the detector processes the entire dataset and
returns a compact, encrypted response that only the intended re-
cipient can interpret, ensuring that no information about the user’s
queries or matches is exposed.

A key motivating application of OMR is privacy-preserving cryp-
tocurrencies [10, 13, 53, 59], also known as privacy coins, designed to
enhance anonymity and untraceability by masking sender, receiver,
and transaction amounts [11], unlike public ledgers such as Bit-
coin [52] and Ethereum [17]. The most prominent networks include
ZCash [13], Monero [53, 59], and Aztec Network [10], among oth-
ers, while even public networks like Ethereum can support private
transactions with stealth addresses [61]. However, encrypted trans-
actions on a public blockchain require recipients to identify their
own outputs. While the underlying cryptographic protocols hide
transaction contents and addresses, recipients must still identify
relevant messages among the growing set of published ciphertexts.
One solution is for each user to download and locally scan all mes-
sages, but this approach quickly becomes impractical. OMR enables
users to identify relevant ciphertexts efficiently, while ensuring that
the server learns nothing about which ciphertexts match the recip-
ient. Beyond blockchains, OMR has many applications in anony-
mous messaging systems [24, 56, 58], where metadata-privacy is
important, and privacy-preserving analytics [15, 23, 51].

Existing OMR systems [41, 42, 47] are built in the public-key
setting, where senders publish publicly verifiable encrypted signals
that any receiver can later query. The three most recent OMR
works, PerfOMR [47], SophOMR [41], and InstantOMR [42], rely
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on fully homomorphic encryption (FHE) [16, 28, 30, 32, 60] to allow
the detector to scan a public bulletin board and return a compact
encrypted digest containing only the relevant messages. This design
mirrors the flexibility of public-key cryptography, but also inherits
its inefficiencies. This raises a natural question:

Can we obtain substantial efficiency gains by moving to a private,
stateful setting — analogous to the improvements achieved when re-
placing public-key primitives with symmetric ones?

1.1 Our Contribution

We answer this question in the affirmative and present the following
results:

o We present the notion of stateful OMR, in which the sender and
the receiver maintain private states that enable private and anony-
mous communication.

e We present StOMR, a stateful OMR protocol, and prove its se-
curity assuming IND-CPA security of FHE and pseudorandom
functions (PRFs). By leveraging shared state, StOMR significantly
reduces the size of sender-published signals from kilobytes in
prior constructions to just a few bytes, substantially reducing
bandwidth requirements and on-chain publication costs.

e As instantiating stateful OMR requires a shared state between
sender and receiver, we introduce the notion of OMR Key En-
capsulation Mechanism (OMR-KEM), which enables users to pri-
vately establish shared states and initialize stateful OMR without
requiring an out-of-band channel. We show how to generically
construct OMR-KEM assuming OMR and any public key encryp-
tion scheme, satisfying a notion of receiver privacy.

o We implement StOMR in C++ on two platforms: a CPU version
(StOMR-CPU) on top of OpenFHE and a GPU-accelerated imple-
mentation (StOMR-GPU) backed by custom BFV CUDA kernels,
and compare both with SophOMR and InstantOMR across mul-
tiple factors, including signal size and detector/sender/receiver
cost. StOMR signal sizes are 550X, 650X, and 178X smaller than
PerfOMR, SophOMR, and InstantOMR, respectively. Publishing
a StOMR digest is also cheaper; 2.7X, 3%, and 1.5X on Ethereum,
and 564X, 667X, and 179X on Zcash. StOMR-CPU achieves up
to 3.6x lower latency than SophOMR and over 15x lower than
InstantOMR at 21¢ transactions; StOMR-GPU compounds this
with an additional 1.6-3.7x latency reduction over StOMR-CPU,
reaching 3.3-13.6x faster than SophOMR and over 25x faster
than InstantOMR at the same scale.

1.2 The Model

We follow the model of prior works [41, 42, 45, 47]. In particular,
we consider the following parties:

e Bulletin Board: A public append-only ledger where senders
post messages. The bulletin board stores the posted entries and
makes them available for processing.

e Sender: A party that wishes to deliver a payload x (i.e., an arbi-
trary bitstring) to a receiver by posting it to the bulletin board.

o Receiver: A party that retrieves messages intended for it with
the help of a Detector. The receiver processes information derived
from the bulletin board to recover the messages addressed to it.
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e Detector: A service that scans the bulletin board and processes
its contents to help receivers efficiently and privately fetch their
messages.

Threat Model. Our threat model follows the standard setting used
in prior OMR work [41, 42, 45, 47]. We consider a passive adversary
whose goal is to link messages to their intended receivers while
otherwise adhering to the protocol. The adversary observes the
public bulletin board, all public keys, and all communications ex-
changed among the system participants. It may also collude with
any party in the system, except for the sender and receiver of the
target messages.

1.3 Technical Overview

Stateful OMR definition. Stateful Oblivious Message Retrieval
(S-OMR) extends the standard OMR functionality by introducing
evolving sender and receiver states that capture interaction his-
tory across multiple signal and decoding operations. Syntactically,
S-OMR replaces the static key generation of OMR with a state
generation algorithm StateGen that outputs a sender state stg,q, a
receiver state stc,, and a detection key pk,. The signaling algo-
rithm becomes stateful, taking stg,q as input and producing both
a signal sig and an updated state st/_,, thereby allowing repeated
message publication without reinitializing the system. On the re-
ceiver side, decoding is also stateful: given a digest dgst, the current
receiver state st., the algorithm outputs a list of recovered pay-
loads together with an updated state st|.,, enabling progressive
retrieval over multiple digest computations while maintaining con-
sistency with previously processed bulletin boards. A way in which
this syntax diverges from standard OMR is that the detection key
pkye is updated as part of each decoding operation, as a direct
consequence of the stateful nature of Decode.

From a security perspective, S-OMR strengthens the standard
receiver privacy notion to a multi-query, stateful setting in which
adversaries interact with oracles that simulate evolving sender and
receiver states. In the receiver privacy experiment, the adversary is
given access to a stateful signaling oracle and a stateful decoding
oracle that operate consistently with respect to a hidden bit b €
{0, 1}, while only being exposed to the corresponding detection keys
and signals or digests derived from one of the two worlds. Security
requires that no PPT adversary can distinguish which receiver
state is being used, even after adaptively observing multiple signal
generations and digest/decoding interactions. This captures privacy
in the presence of state evolution, ensuring that repeated use of the
system does not leak information about the underlying receiver
identity or targeted message structure beyond what is implied by
correctness.

FHE-based Stateful OMR construction. We construct SSOMR
from PRFs and FHE in the BFV setting. The public parameters
consist of the BFV plaintext modulus p, ciphertext modulus g, and
slot dimension N. At state generation, the sender samples a PRF key
k « K and initializes a counter-based sender state sts,q = (1, k),
while the receiver is initialized with an FHE key pair (pkg,., sk¢he)
and state styey = (PKgpes Skfhe, 1, k). The detection key pk,, consists
of an FHE public key together with an FHE-encrypted batch of PRF
outputs corresponding to the first P sender indices.
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The signaling algorithm is stateful and deterministic given (i, k):
it outputs sig = PRF (i) and increments the internal counter. Di-
gesting is performed over the bulletin board by first batching sig-
nals and then using FHE evaluation to identify matching PRF out-
puts. In particular, equality with the expected PRF value is com-
puted homomorphically and combined across slots via rotation-
and-multiplication to detect full matches, producing a compressed
indicator vector that selects relevant payloads without revealing
their positions. The decoding algorithm uses the FHE secret key to
decrypt the compressed output, recovers a prefix of valid messages,
advances the receiver index, and refreshes pk ., by homomorphi-
cally generating and encrypting the next window of PRF values.

We achieve efficiency via careful SIMD batching in the under-
lying BFV scheme. Each PRF output of m bits is encoded into

s = [@] slots, where each ciphertext provides N SIMD slots.

The receiver’s query ciphertext replicates each target identifier
across slots, while the sender packs multiple identifiers sequen-
tially, yielding an asymmetric layout that enables parallel compar-
isons against many candidates. Concretely, identifiers are grouped
into batches of size b = %, and each group is encoded into a sin-
gle ciphertext using BFV batching. Here P denotes the number or
pertinent messages.

Equality testing is performed homomorphically across slots, after
which a rotation-and-multiplication reduction (an AND-tree over s
slots) collapses each identifier block into a single indicator bit. This
produces a compact pertinence vector marking matches, which is
then fed into the final compression step (following SophOMR [41]).
This SIMD structure enables a single homomorphic evaluation to
simultaneously process many identifiers, thereby amortizing the
cost of expensive FHE operations over the full batch.

OMR-KEM definition. OMR-KEM enables senders to communi-
cate private keys to receivers so that they later switch to a commu-
nication based on stateful OMR. In OMR-KEM, the payload space is
replaced by a key space and message transmission is abstracted into
key encapsulation. Syntactically, the bulletin board abstraction and
the Digest/Decode pipeline are preserved, but the Signal operation
is replaced by Encap, and payloads tagged with signals (as one in
the original OMR) are replaced by ciphertexts produced under a
public encapsulation key. Correspondingly, Decap, recovers a list of
session keys rather than arbitrary payloads. This shift removes the
need for an explicit signaling key, folding receiver targeting into
the encapsulation mechanism itself, while retaining the detection
key to support selective retrieval via Digest. In particular, in OMR-
KEM, there is no separate Signal algorithm or Signal key. Instead,
receiver targeting is achieved implicitly through Encap executed
over the receiver’s public key. The ciphertext now plays a dual role
— it both encodes the key and serves as the object that will be tested
during Digest using the detection key.

From a security perspective, OMR-KEM ensures receiver privacy
(similar to OMR) under a natural substitution: indistinguishabil-
ity of signals is replaced by indistinguishability of encapsulated
ciphertexts. In addition, OMR-KEM introduces a standard IND-CPA
requirement on the encapsulated keys, ensuring that even if an
adversary observes the bulletin board and the challenge cipher-
text, it cannot distinguish the real encapsulated key from random.
Thus, while OMR focuses on hiding which messages are addressed
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to a receiver, OMR-KEM simultaneously guarantees both receiver
anonymity and semantic security of the derived keys, aligning the
primitive with conventional KEM security notions while preserving
the oblivious retrieval structure.

OMR-KEM construction. We construct OMR-KEM from OMR
and public-key encryption (PKE) with receiver privacy. The key gen-
eration algorithm runs the OMR key generation to obtain (skomr,
Pksig» PKget), and independently runs the PKE key generation to ob-
tain (pkpye, Skpke). The OMR secret key is augmented with the PKE
secret key, the public encapsulation key consists of the OMR signal
key together with the PKE encryption key, and the detection key is
inherited unchanged from the underlying OMR scheme. To encapsu-
late, the sender first computes an OMR signal sig < Signal(pkg;,),
samples a random session key k « %, and encrypts it under the
PKE public key to obtain ¢ <= Enc(pk, k); the output is the pair
(k, (¢, sig)). Digesting is performed exactly as in the underlying
OMR scheme by treating each bulletin board entry as a tagged
ciphertext pair. Decapsulation first applies the OMR decoding algo-
rithm to recover the list of relevant ciphertexts and then decrypts
each ciphertext using the PKE secret key to recover the correspond-
ing session keys. Correctness (resp. receiver privacy) of OMR-KEM
reduces the correctness (resp. receiver privacy) property of the
underlying OMR and PKE schemes.

Implementation & benchmarking. We implement StOMR in
two versions — StOMR-CPU uses the OpenFHE BFV backend, as
do each of our baselines (SophOMR [41] and InstantOMR [42]).
All CPU schemes are evaluated on a 64-core AMD EPYC 7702P
server with 256 GB RAM. All schemes exploit multi-threading via
OpenFHE'’s native thread pool (64 threads), and are evaluated un-
der identical ciphertext packing and batching strategies to ensure
fairness. SSOMR-GPU uses a Microsoft SEAL-based interface and
a custom set of BFV CUDA kernels that natively support batched
queries, allowing efficient parallel query processing on the GPU.
The GPU-based results are reported for an NVIDIA RTX 6000 Ada
graphics card with 48GB memory.

We parameterize BFV for StOMR with a polynomial degree of
and a 20-bit plaintext modulus, achieving at least 128-bit security
with multiplicative depth 22. SophOMR uses the same polynomial
degree with an expanded ciphertext modulus (six additional primes)
to support range checks under comparable security guarantees.
Across all protocols, PRF outputs are fixed to 32 bits, with each
output occupying two ciphertext slots. Following prior work [41,
42], we fix the payload size to 612 bytes, corresponding to standard
Zcash transaction sizes [36].

StOMR consistently outperforms SophOMR, achieving up to
3.6X lower latency, and remains competitive or faster across most
parameter regimes. Compared to InstantOMR, StOMR is slower for
very small bulletin boards but becomes substantially faster beyond
21! transactions, with over 15X speedup at 2!°. StOMR-GPU is a
further 1.6-3.7% faster than StOMR-CPU on the bulletin-board scal-
ing sweep (3.3-13.6X over SophOMR, over 25X over InstantOMR
at 21%), and the GPU’s query-level batching yields a 17X latency
reduction at P = 64 versus a single-query design — outperforming
every baseline across the full pertinent-message range we measure.
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StOMR is particularly efficient in low-to-moderate numbers of per-
tinent messages, where reduced ciphertext expansion significantly
lowers evaluation cost.

We further evaluate deployment overhead by measuring on-
chain digest publication costs under Ethereum calldata pricing (16
gas per nonzero byte) and Zcash relay fees. Due to its compact 4-
byte digest, StOMR reduces on-chain cost compared to prior work,
yielding approximately 1.5X-3X savings on Ethereum, where cost
is dominated by fixed per-transaction gas overhead, two to three
orders of magnitude (up to 667x) under Zcash fee models, where
cost scales directly with payload size.

1.4 Related Work

1.4.1  Oblivious Message Retrieval (OMR). OMR was first intro-
duced in [45] and enables anonymous messaging systems to out-
source receiver-side computation to a powerful server while main-
taining recipient privacy. Naturally, the group setting is central
to anonymous messaging. Group OMR [46] extends OMR to sup-
port group messaging while improving efficiency over the naive
approach, in which the detector’s workload grows linearly with
the group size. PerfOMR [47] improved upon [45] by using RLWE
instead of LWE for the signal generation. Next, SophOMR [41]
introduced a new compression mechanism that fully exploits the
native homomorphic SIMD structure of the underlying HE scheme
and reduced both the runtime and digest size compared to PerfOMR.
The recent work of [44] proves that prior OMR constructions are
resistant against denial of service (DoS) attacks under a standard
LWE assumption. While prior work primarily focuses on improving
amortized cost and bandwidth through batching, InstantOMR [42]
instead targets low latency and high parallelism using a two-layer
bootstrapping architecture and a hybrid combination of TFHE and
RLWE homomorphic operations. Its performance falls short of the
state-of-the-art SophOMR, requiring 274.51 ms per message com-
pared to 1.68 ms on a single CPU. However, the scheme parallelizes
efficiently and approaches SophOMR in the 180-CPU experiment,
achieving 1.69 ms per message versus 1.38 ms.

In an orthogonal line of work, HomeRun [39] introduces an OMR
scheme on the two semi-honest and non-colluding server model.
Finally, Two-Face [22] utilizes custom zero-knowledge proofs to
achieve an actively secure private signaling protocol in the two
non-colluding server model.

1.4.2  Fuzzy Message Detection (FMD) and Private Signaling. The
work of Private Signaling [49] relies on trusted execution environ-
ments (TEE), which is a strong trust assumption. Following from
[49], [38] leverages Oblivious RAM (ORAM) on TEEs to improve
the computation complexity of the server. FMD [12, 31, 55] is simi-
lar to OMR as they allow a recipient to derive a specialized message
detection key, but unfortunately, they also introduce false positives
as they incorrectly identify non-matching messages.

1.4.3  Private Information Retrieval (PIR). In PIR [21], a client wants
to retrieve an item from a server’s database without revealing to the
server which item. Traditional PIR assumes that database items are
addressed by index [2, 3, 8, 25, 26, 34, 63, 64]. In contrast, keyword
PIR models the database as a key—-value store, allowing the client
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to retrieve the value associated with a keyword while keeping the
queried keyword private [18, 33, 50, 54].

Single-client PIR schemes typically rely on a heavy preprocessing
phase in which the client computes hints offline. When the database
changes, this preprocessing must be repeated. Recent work, thus,
focuses on updatable PIR [35, 43, 48], enabling the client to update
its state in time proportional to the number of database updates.

The work of [9] constructs anonymous communication using
label-based retrieval over a PIR-accessible database, where labels
must be mapped to database indices to enable private lookup. This
mapping introduces additional complexity in supporting general
label spaces, often requiring auxiliary search structures and multi-
round PIR-based lookup procedures that increase server-side pro-
cessing overhead.

Although PIR and OMR may appear similar, they differ funda-
mentally. In PIR, the client issues a query for a specific index or
label while hiding that identifier from the server. In contrast, OMR
performs retrieval using the recipient’s evaluation key, which re-
veals nothing about the messages that may be retrieved. Moreover,
PIR assumes the recipient already knows the indices of the desired
messages, whereas OMR assumes recipients lack prior knowledge
of message locations. Keyword PIR better matches this setting, but
because the bulletin board updates frequently, the scheme must
also support efficient updates. Furthermore, the receiver may need
to retrieve multiple relevant messages, requiring batched queries.
To the best of our knowledge, there is no efficient keyword, batched,
and updatable PIR scheme to date.

Finally, designing stateful OMR schemes in the group setting [4,
5, 7], as well as incorporating additional features such as content
moderation [6] and subversion-resilience [27], remain compelling
directions for future work.

2 Preliminaries

2.1 Homomorphic Encryption

A homomorphic encryption (HE) scheme with respect to a circuit
class ¥, message space M, and ciphertext space C, is a tuple of
probabilistic polynomial-time algorithms (KeyGen, Enc, Dec, Eval)
described as below [16, 28, 30].

e (sk,pk) < KeyGen(1%): The key generation algorithm re-
ceives a security parameter A and returns a secret key sk and
public key pk.

o ct « Enc(pk, m): The encryption algorithm receives a public
key pk and a message m € M, and returns a ciphertext
ct € C.

o m « Dec(sk, ct): The decryption algorithm receives a secret
key sk and a ciphertext ct € C, and returns a message m.

o ct’ « Eval(pk, f, ct): The evaluation algorithm receives a
public key pk, a circuit f, and a ciphertext ct € C*, and
produces an evaluation output ct’.

Correctness. An HE scheme with respect to a circuit class 7,
message space M, and ciphertext space C, is correct, if for any
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feF andme M*
Pr|Dec(sk, Eval(pk, f, Enc(pk,m))) = f(m)
(sk, pk) « KeyGen(l’l)] > 1—negl(A).

Definition 2.1 (HE Security). An HE scheme with message space
M, is secure, if for any (sk, pk) sampled according to KeyGen (1),
and any mg, m; € M, and any PPT adversary A:

Pr[ﬂ(pk, cty) =1 ‘ cty < Enc(pk, mo)]—
Pr[ﬂ(pk, cty) =1 ‘ ct; « Enc(pk, ml)” < negl(1).

BFV Scheme. The BFV scheme [16, 28] is a lattice-based homomor-
phic encryption scheme defined over the ring R = Z[x]/(xN + 1),
where N is a power-of-two. The ring dimension N is one of the
key parameters that determine the security level. Ciphertexts are
elements of the ring Ry = Zy[x]/ (xN +1), where g is the ciphertext
modulus that controls the noise budget and therefore the supported
homomorphic multiplicative depth. Plaintexts are elements of the
ring R, = Z,[x]/ (xN +1), where p is the plaintext modulus defining
the message space. The BFV scheme encrypts integers modulo the
plaintext modulus p and supports homomorphic single-instruction
multiple-data (SIMD) arithmetic over Z, [57]. When batching is
enabled, the plaintext ring R, decomposes via the Chinese Remain-
der Theorem into R, = g provided that p =1 (mod 2N). Under
this condition, a single ciphertext can encode a vector of N mes-
sages in Z,,, which are referred to as SIMD slots. Homomorphic
addition and multiplication operate component-wise across these
slots, enabling parallel computation on all packed messages. When
interactions across slots are required, such as summing all slots,
ciphertext rotations corresponding to ring automorphisms are used
to permute the slots.
Batching packs multiple plaintexts into a single ciphertext:

ct « BatchEnc(pk, Ist),

where Ist = [m,, ..., my] is a vector of N plaintext messages in Z,
and ct is the resulting ciphertext encoding these values.

Recall that the homomorphic evaluation procedure Eval(pk, f, ct)
operates on a function f. In BFV, the native arithmetic operations
are addition, subtraction, and multiplication, which we denote by
ADD, SUB, and MUL, respectively. We denote an equality of two
ciphertexts by EQ and implement it using Fermat’s Little Theorem
(cti—ctz)?~! mod p for a prime p [32, 37]. Finally, we denote cipher-
text slot rotations by ROT, which correspond to automorphisms of
the ring R, and cyclic permutations of the SIMD slots.

Homomorphic Compression. The goal of homomorphic com-
pression [14, 19, 20, 29, 45] is to homomorphically compress an
encryption of a sparse vector, which has only a few non-zero com-
ponents, into an encryption of a shorter vector, which can later be
efficiently decompressed after decryption. In the context of OMR,
homomorphic compression is an important building block for en-
suring that the communication cost does not scale linearly with
the bulletin board size. This is achieved by applying homomorphic
compression after performing homomorphic equality checks on the
signal, the results of which the detector does not learn in plaintext.

In this work, we directly apply the homomorphic compression
scheme used in SophOMR [41], which refines the scheme from [19],
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to the OMR parameter setting. This approach offers high efficiency
due to its compatibility with homomorphic SIMD operations, as
the compression essentially consists of multiplying a plaintext
Vandermonde-like matrix with an encrypted vector [40]. For a
more in-depth discussion, please refer to [19, 41].

2.2 Pseudorandom Function Family (PRF)

A pseudorandom function family PRF is a keyed collection of effi-
ciently computable functions PRF : {0, 1}* x {0, 1} — {0,1}™. We
denote the function instantiated with k over input x as PRF (x). The
family PRF is pseudorandom if for every probabilistic polynomial-
time adversary A,

Pr [ﬂPRFk(')(lA) = l] - P?g [ﬂf(')(l’l) = 1] < negl(4),

ke—{0,1}4 fFnm

where 7, ,, denotes the set of all functions from {0, 1}" to {0, 1}™.

2.3 Oblivious Message Retrieval (OMR)

An Oblivious Message Retrieval (OMR) scheme (w.r.t. payload space
) is a tuple of probabilistic algorithms (ParamGen, KeyGen, Signal,
Digest, Decode) described below:

e pp < ParamGen(1%): The parameter generation algorithm
takes a security parameter A and returns public parameters
pp- The following algorithms implicitly take pp as input.

® (sk, pkg, pkyer) < KeyGen(pp): The key generation algo-
rithm outputs a secret key sk, a signal key pk,;,, and a detec-
tion key pke-

e sig « Signal(pk

sig?
sig): The signaling algorithm takes a signal
key pkg;, and outputs a signal sig.

o dgst < Digest(BB, pky,, P): The digesting algorithm takes
a bulletin board BB = ((xy, sig;), ..., (xn,sigy)) of size T, a
detection key pky,, and an upper bound P on the number
of pertinent payloads addressed to the receiver. It outputs a
digest dgst.

e msg «— Decode(dgst, sk): The decoding algorithm takes a
digest dgst and a secret key sk. It outputs a list of decoded
payloads msg € P*.

The bulletin board BB = ((x1,sig,),..., (xr,sigy)) is formed by
several parties uploading payloads x; € P tagged with signals sig;
with respect to the signal key of the intended receiver.

Correctness. Let (sk, pkyq, pkye;) < KeyGen(pp). Let BB be a
bulletin board of length T and msg be the list of pertinent payloads

in BB addressed to pkg,. For P > |msg|, the following holds:

dgst « Digest(BB, pky, P),

msg — Decode(dgst, sk) < negl(4).

Pr[msg # msg ‘
Receiver privacy experiment. We define the receiver privacy ex-
periment Expglﬁ"‘bR that is parameterized by an OMR scheme OMR =
(ParamGen, KeyGen, Signal, Digest, Decode) and bit b € {0, 1}. For
any PPT adversary A, Exng',V‘bR(l’l, A) is defined as follows:

OMR ({4 ).
EXprp (14, A):

e pp < ParamGen(1%),
d (SkO) pkgig’ Pkget) — KeYGen(PP)s
. (skl,pk;g,pkéet) «— KeyGen(pp),
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® sig, «— Signal(pkgig); sigy Signal(pk;ig),
o aux — (pp, pklig PKep> Pkligs Pkie):

o b' — A(aux,sigy),

e Return b’.

Definition 2.2 (Receiver Privacy of OMR.). Let OMR = (ParamGen,
KeyGen, Signal, Digest, Decode), be an OMR scheme. Then, OMR
satisfies receiver privacy if for all, sufficiently large, A, and any PPT
adversary A:

‘Pr [Exp%ﬁ‘?oR(ll,ﬂ) = 1] —Pr [Expgﬁf\lR(ll,ﬂ) = 1]‘ < negl().

2.4 Public-Key Encryption

A public-key encryption (PKE) scheme with message space M and
ciphertext space C is a tuple of probabilistic algorithms (KeyGen, Enc,
Dec) such that:

e (pk,sk) < KeyGen(1%): The key generation algorithm takes
the security parameter A and outputs a public key pk and a
secret key sk.

e ¢ «— Enc(pk, m): The encryption algorithm takes a public
key pk and a message m € M and outputs a ciphertext
ceC.

e m « Dec(sk, c): The decryption algorithm takes a secret
key sk and a ciphertext ¢ € C and outputs a message m € M
or a special symbol L.

Correctness. For all sufficiently large A € N and and all m € M,
the following holds:
(pk, sk) « KeyGen(1*)

Pr[m # Dec(sk.c) ¢ « Enc(pk,m)

< negl(4).

IND-CPA security. We define the IND-CPA experiment Expﬂ\'ﬁ;_ CPAD
parameterized by a PKE scheme PKE = (KeyGen, Enc, Dec) and
. PKE A :
bit b € {0,1}. For any PPT adversary A, ExplND_CPA)b(l ,A) is
defined as follows:

PKE 1 ay.
Expip-cpap (17 A):

e (pk, sk) « KeyGen(1%),
o (mg, my,aux) «— A(pk),
e ¢ «— Enc(pk, mp),

e b/ «— A(aux,c),

e Return b’.

Definition 2.3 (IND-CPA security of PKE). A PKE scheme PKE is
IND-CPA secure if for all PPT adversaries A
|Pr[EXprr\|l<|§-CPA,0(1A’ A) =1]-
PrExp\-cpas (1 A) = 1]] < negl(2).
Receiver privacy experiment. We define the receiver anonymity
experiment ExpE';Eb, parameterized by a PKE scheme PKE = (KeyGen,
Enc, Dec) and bit b € {0, 1}. For any PPT adversary A, ExpPKE (14, A)

RP.b
is defined as follows:

Expgllg"i7 (14, A):

o (pky,sko) — KeyGen(14),
e (pk,,sk;) « KeyGen(1%),
o (m,aux) < A(pk,, pk,),
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e ¢ « Enc(pk,, m),
e b «— A(aux,c),
e Return b’.

Definition 2.4 (Receiver privacy security of PKE). A PKE scheme
PKE satisfies receiver privacy if for all PPT adversaries ‘A

Pr[Exphsg (1%, A) = 1] — Pr[Expps (1, A) = 1]| < negl(2).

3 OMR Key Encapsulation Mechanism
In this section we present the notion of OMR-KEM.

3.1 OMR-KEM Overview

In Fig. 1, we show an overview of OMR-KEM. More specifically, for
each entity, we show which steps it performs and how they differ
from S-OMR. Both protocols start with parameter generation in
step @ parameterized by a security parameter A. The output of
the parameter generation is published and used by the sender(s)
and the receiver(s). After the first step, the two protocols diverge,
so we describe one at a time.

The purpose of OMR-KEM is to enable a sender and a receiver
to derive a shared state without any prior communication. If an
out-of-band channel already exists between the two parties, then
OMR-KEM can be omitted. Below, we delve into the next steps of
OMR-KEM from Fig. 1.

@ Key Generation: The receiver generates a symmetric key
and a public key for OMR-KEM, as well as a detection key pky.
The public key pk is sent to the sender, as in any KEM, and pkg,, is
sent to the detector.

(3) Encapsulation: The sender uses the public key pk to gen-
erate a symmetric key k and a ciphertext ct = (x, sig), where x
encrypts k and sig is a detection signal, similar to those in [41, 42].
Note that ct is the encapsulation of k along with a signal that makes
it detectable. The sender posts (x, sig) to the bulletin board and
goes offline.

(4) Digesting: Upon a receiver’s request, the detector uses pk
to scan the bulletin board for pertinent messages.! The digest al-
gorithm is parameterized by an upper bound P on the number of
such messages. The detector compresses them into a digest dgst
and sends it to the receiver. Crucially, the detector learns nothing
about the receiver’s messages, including whether any exist.

@ Decapsulation: Finally, the receiver runs decapsulation and
retrieves a list of keys keys, potentially from multiple senders.

3.2 OMR-KEM Definition

An OMR-based Key Encapsulation Mechanism (OMR-KEM) (w.r.t.
key space K) is a tuple of probabilistic algorithms (ParamGen,
KeyGen, Encap, Digest, Decap) described below:

e pp < ParamGen(1%): The parameter generation algorithm
takes a security parameter A and returns public parameters
pp. The following algorithms implicitly take pp as input.

o (sk,pk, pkye) < KeyGen(pp): The key generation algo-
rithm outputs a secret key sk, a public key pk, and a detection

key pkge-

1“Pertinent messages” are payloads addressed to the receiver.
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@ Decapsulation/Decoding:
OMR-KEM: keys « Decap(dgst, sk)
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@ Parameter Generation:

OMR-KEM: pp < ParamGen(1%)

S-OMR: (msg, st].,, pkye;) < Decode(dgst, stycy, P) OMR-KEM: 4, o S-OMR:
gs
S-OMR:
@ Key/State Generation: @ Digesting:
OMR-KEM: (sk, pk, pkqe;) < KeyGen(pp) Receiver Detector OMR-KEM: dgst « Digest (BB, pkye, P)
S-OMR: (stsnds Strevs Pket) < StateGen(pp, P) S-OMR: »PXdet:
OMR-KEM: K. P
S-OMR; ~ Prder
OMR-KEM: pk OMR-KEM: gg
S-OMR: sty S-OMR:
@ Encapsulation/Signaling: Bulletin X1, S?gl
X2, SI
OMR-KEM: (k, (x,sig)) « Encap(pk) Sender B d “.gz
S-OMR:  (sig, st/ ;) < Signal(stsnd) g)lg/F\lA—RKEM: (x,sig) oar *r sy

Figure 1: Overview of OMR-based key encapsulation (OMR-KEM) mechanism and stateful OMR (S-OMR). x denotes the payload
submitted by the sender. For OMR-KEM, this payload is fixed to be the encryption of the key k, while in S-OMR, we leave it
unspecified and it can be any arbitrary bitstring. Finally, P denotes the pertinent messages upper bound.

o (k,ct) « Encap(pk): The encapsulation algorithm takes a
public key pk and outputs a key k and a ciphertext ct.

o dgst < Digest(BB, pky,,, P): The digesting algorithm takes
a bulletin board BB = (cty,...,ctr) of size T, a detection
key pkye> and an upper bound P on the number of pertinent
payloads addressed to the receiver. It outputs a digest dgst.

o keys « Decap(dgst, sk): The decapsulation algorithm takes
a digest dgst and a secret key sk. It outputs a list of decapsu-
lated keys keys € K*.

The bulletin board BB = (cty, ..., ctr) is formed by several parties
uploading ciphertexts with respect to the encapsulation key of the
intended receiver.

Correctness. Let (sk, pk, pky,) < KeyGen(pp). Let BB be a bul-
letin board of length T and let

keys := (k; | i € [T],ct; € BB, (k;, ct;) honestly generated w.r.t. pk) .

That is, keys is the list of keys generated by honest executions of
Encap over pk and the corresponding ciphertexts were stored in
BB. For P > |keys|, the following holds:

dgst « Digest(BB, pkyg, P),

keys « Decap(dgst, sk) < negl(4).

Pr [keys # keys

Receiver privacy for OMR-KEM is along the lines of Section 2.3,
where the Signal operation has been substituted by Encap, the mes-
sage space M is substituted by the key space K, and the adversary
receives the challenge ciphertext ct; output by Encap.

IND-CPA Security of OMR-KEM. Let OMR-KEM = (ParamGen,
KeyGen, Encap, Digest, Decap) be an OMR-based KEM with key

space K. We define the IND-CPA experiment Exp&'\g?g;EAl\g, parame-

. . OMR-KEM (11
terized by bit b € {0, 1}. For any PPT adversary A, Exp \"cpa, (17, A)
is defined as follows:

OMR-KEM (12 7.
Expinp-cpap (17 A):

e pp «— ParamGen(1%),

e (sk, pk, pkyy) < KeyGen(pp),
o (ko,ct) « Encap(pk),

e bk — K,

o aux < (pp, pk, pkyep ct),
o b/ «— A(aux, kp),

e Return b’.

Definition 3.1 (IND-CPA Security of OMR-based KEM). Let OMR-KEM

= (ParamGen, KeyGen, Encap, Digest, Decap) be an OMR-based
KEM. We say that OMR-KEM is IND-CPA secure if for all suffi-
ciently large A and any PPT adversary A:

(pr[gxpmggg?gm, A) =1] -
Pr[ExpQUFREY (11, 70) = 1] | < negl(D.

4 Stateful OMR (S-OMR)

In this section we present the notion of stateful OMR.

4.1 S-OMR Overview

S-OMR enables senders to post compact signals on the bulletin
board while allowing receivers to privately recover their messages.
Unlike OMR-KEM, which establishes shared key material between
two parties, S-OMR assumes that the sender and receiver already
share a secret state. This state evolves as messages are sent and
retrieved, enabling the use of lightweight symmetric cryptography
instead of public-key encryption.

(1) Parameter Generation: The detector runs the parameter
generation algorithm based on a security parameter A and returns
a public parameter set used by the sender and the receiver.

(2) State Generation: The receiver runs the state generation al-
gorithm to initialize the protocol. The algorithm outputs a sender’s
state stgng, a receiver’s state sty.,, and a detection key pky,;. The
receiver sends stsng to the sender and pky,, to the detector, while
retaining st,.,. The sender’s state enables the sender to generate
signals for future messages, whereas the receiver’s state allows the
receiver to decode digests returned by the detector.

@ Signaling: To send a message, the sender runs the signaling
algorithm on its current state stg,4. The algorithm outputs a signal
sig and an updated state st .. The sender then posts the entry
(x, sig) to the bulletin board, where x denotes the payload intended
for the receiver. After posting, the sender replaces stsng with st ;.
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@ Digesting: When the receiver wishes to retrieve messages,
it requests a digest from the detector. Using the detection key pk
the detector scans the bulletin board entries (x;, sig;) and, given an
upper bound P on the number of pertinent messages, compresses
the relevant ones into a digest dgst. The detector returns dgst to
the receiver without learning which entries correspond to it.

(5) Decoding;: Finally, the receiver runs the decoding algorithm
on dgst using its state st.,. The algorithm outputs the list of re-
covered payloads msg and an updated state st;,, which is used for
subsequent retrievals, as well as an updated detection key pky,,.

4.2 S-OMR Definition

A stateful Oblivious Message Retrieval (S-OMR) scheme (w.r.t. pay-
load space P) is a tuple of probabilistic algorithms (ParamGen,
StateGen, Signal, Digest, Decode) described below:

e pp < ParamGen(1%): The parameter generation algorithm
takes a security parameter A and returns public parameters
pp- The following algorithms implicitly take pp as input.

® (Stonds Strey, pkyer) <= StateGen(pp, P): The state generation
algorithm receives the public parameters pp and the number
of pertinent messages, and outputs a sender’s state stgnq, a
receiver’s state sty, and a detection key pky;.

o (sig,st, ;) < Signal(stsna): The signaling algorithm takes
a sender’s state stshq and outputs a signal sig and a new
sender’s state st/

e dgst < Digest(BB, pky,, P): The digesting algorithm takes
a bulletin board BB = ((xy, sig,), ..., (xr,sigy)) of size T, a
detection key pkg,;, and an upper bound P on the number
of pertinent payloads addressed to the receiver. It outputs a
digest dgst.

o (msg,st;.,, pkye) < Decode(dgst, st, P): The decoding
algorithm takes a digest dgst, a receiver’s state st,c,, and the
number of pertinent messages P. It outputs a list of decoded
payloads msg € P*, a new receiver’s state st and the
updated detection key pke.

Correctness. Let (st? ., st%., pky,) < StateGen(pp, P). For any

T € N, consider any sequence of honestly generated signals

(sig; sl ,) < Signal(st’ 1), i€ [T],

snd
and let BB = ((xy,sig;), ..., (x7,sigr)) be a bulletin board contain-
ing these pairs (and possibly additional arbitrary entries).
Let msg be the list of payloads x; whose signals sig; were hon-
estly generated from the evolving sender’s state stsnq.
For any P > |msg|, the following holds:

dgst « Digest(BB, pky,, P),
(msg, st/ pkye;) < Decode(dgst, st’,, P)

rcv? rcv?

< negl(A).

Pr [msg # msg

Receiver Privacy Experiment. We define the receiver privacy

experiment Exp?{’},oém, parameterized by a stateful OMR scheme

S-OMR = (ParamGen, StateGen, Signal, Digest, Decode) and bit

b € {0,1}. For any PPT adversary A, Expf{fbMR(l’l, A) is defined

as follows:

ExpS,OMR (14, A):

e pp < ParamGen(1%),
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. (stgnd,st?cv, pkget) « StateGen(pp, P),

(st . sth. pki,,) — StateGen(pp, P),
o aux — (pp, pkl, PKiey),
b e ﬂosig(stsbnd),()[)ec (st?cv,stgcv,P,-) (aux)’

Return b,

where OSig(sti’n 4) denotes a stateful Signal oracle that on each
query computes as (sig, Stfnd) — Signal(stfnd), and returns sig, and
Opec (st0 stl

rcvs Jtrevs
i

putes (-, strcv,pkéet) «— Decode(dgst, st
fori e {0,1}.

P,-) is a stateful oracle that on query dgst, com-
i
det?

i
rev?

P), and returns pk

Definition 4.1 (Receiver Privacy of S-OMR). The scheme satisfies
receiver privacy if for all sufficiently large A and all PPT adversaries

A:

Pr[Expi’P(?OMR(l’l,ﬂ) =1] - Pr[Expa'Pc’)l""R(ll,.ﬂ) =1]| < negl(}).

5 Our Protocols
5.1 FHE-Based Stateful OMR Construction

In the current section, we present our FHE-based S-OMR scheme,
depicted in Fig. 2.

The parameter generation operation of the FHE-based stateful
OMR scheme, pp «— S-OMR.ParamGen(1%), outputs public param-
eters pp, that include parameters for the underlying FHE system,
namely the polynomial degree, size of the coefficient modulus g,
and plaintext modulus p (which collectively impact the maximum
depth of computation, the number of slots available, and the secu-
rity level). The state generation operation, (stsnd, Strev, Pkyer) —
S-OMR.StateGen(pp, P), samples a key k « K and initializes
the sender’s state as sts,g = (1, k). Then, generates an FHE key
pair (pkg,e, skfhe) < FH ElKeyGen(lﬂ) and initializes the receiver’s
state as styey = (pKgpe» Skehe, 1, k). The detection key pk ., is initial-
ized with the public key pkg,. and includes a batched encryption
of the first P signals, enabling the receiver to later identify relevant
signals on the bulletin board.

The signal operation, (sig, stsng) «— S-OMR.Signal(stsnq), takes
the current sender state (i, k), computes the next signal as sig =
PRF (i), increments the counter i, and updates the state to stg,q =
(i,k). The digest operation, dgst <= S-OMR.Digest(BB, pky. P),
takes a bulletin board BB of signals and partitions them into batches
according to the number of slots per PRF. Each batch is processed
under FHE to perform encrypted comparisons and logical opera-
tions, producing a pertinent vector pv. Finally, the digest dgst is
computed as a compressed representation of the BB payloads.

The decoding operation, (msg, strcy, pkye;) = S-OMR.Decode(
dgst, stycy, P), uses the receiver’s state (pkg,e, Skhe, i, k) to decrypt
the digest dgst with FHE.Dec(skghe, dgst) and recover a list of pay-
loads (v, .. .,vp). The receiver determines the first unassigned in-
dex j such that v; = L, extracts the decoded messages msg =
(v1,...,0j-1), and updates the state index to i < i + j. The de-
tection key pky,, is updated with the next P signals generated via
Ist = [PRF(j)]jeii+p) and batched using FHE.BatchEnc. Finally,
the receiver state is updated to strey = (pKgpe, Skehe, 1, k).

5.1.1 Batching. To amortize homomorphic computation, both the
receiver’s query and the sender’s signal database are packed across
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s )
pp < S-OMR.ParamGen(1%) :
1. Let p be the plaintext modulus, g be the ciphertext modulus, and N
be the polynomial degree.
2. Return pp « [p,q, N]

> BFV parameters.

(Stsnds Strevs Pkget) < S-OMR.StateGen(pp, P) :

kXK

- steng < (1,k)

- (PKgpe» Skihe) < FHE.KeyGen(1%)
. pkdet — [pkfhe]

. Ist « [PRFg () ]ieqp) > Compute P signals based on state.
6. pkyer-append(FHE.BatchEnc(pkeye,Ist,P)) = Encrypt (Sec. 5.1.1).
7. strey < (pKepe> Skehe, 1, k)

8. Return (stsnd, Strevs PKyer)

> Sample a key.
> Prepare the sender’s state.

G W N =

(sig, stsnd) «— S-OMR.Signal(stsnq) :
. (k) « stgng

. sig « PRF (i)
Lie—i+1

. Stsnd — (i,k)

. Return (sig, stsng)

> Parse sender’s state.

> Compute the signal based on the state.
> Advance to the next state.

> Update sender’s state.

[S NI TCR R

dgst < S-OMR.Digest(BB, pkye, P) :

1. [PKhe 91 < Pkyet
2. bs & N/(P % s)> Batch size. N is the total number of slots, P is the
number of pertinent messages, and s is the number of slots each PRF

occupies.
3. Partition BB signals into Ist < (Isty, ..., Istrgp|/bs])> Ignore pay-
loads.
4. b « [FHE.BatchEnc(pkene, I, P) lzelst > Batched cixts (Sec. 5.1.1).
5. pv <[] > Empty pertinent vector.
6. Forct € b: > For each batched ciphertext.

1. eq « FHE.Eval(pke,.,EQ,ct,q) >0 ifct =g, else 1 (Sec 2.1).
2. neq < FHE.Eval(pk,., SUB, 1,eq) > Negate.
3. For j « s/2,s/4,...,1: > AND Tree: Rotate log s times
1. tmp « FHE.Eval(pkg,., ROT, neq, j)
2. neq < FHE.Eval(pkg,., MUL, neq, tmp)
4. pv.append(neq)
7. Return dgst < FHE.Eval(pkg,., CMPS, BB.x, pv)> Compress pay-
loads from BB (Sec 2.1).

> Rotate by j.
> neq A tmp.
>neq =1 if all s bits are 1.

(msg, strey, Pkyer) <= S-OMR.Decode(dgst, stycy, P) :

. (pkfhes Skfhea i k)  Strey
[v1,...,0p] <= FHE.Dec(skghe, dgst)
cjemin{w|oy=L1};i—i+j

. msg «— [0y,...,0;1]

- Per < [Pkppe]

6. Ist < [PRFx(j)]je[i...i+P] > Compute next P signals.
. pkyet-append (FHE.BatchEnc(pkg,, Ist, P)) > Encrypt (Sec. 5.1.1).
8. styey (Pkfhe’ Skfhea i, k)
9. Return (msg, strcy, pkyet)

> Find minimum index.
> Decoded message.

Gos W e

> Next queries list.

I}

> Update receiver’s state.

J

Figure 2: FHE-Based Stateful OMR (S-OMR) construction.

the SIMD slots of the underlying BFV ciphertexts. Let m denote
the number of bits in our PRF output, i.e., the size of the signals in
BB. Each BFV ciphertext provides N slots (Section 2.1). Each slot
can encode up to |log,(p)] bits, where p is the plaintext modulus.
Thus, a single PRF output occupies s = [7/|1og, p1] slots.
Intuitively, each signal PRF is represented as a block of s con-
secutive slots within a ciphertext. However, the batching layout
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differs for the receiver’s query and for the sender’s signal list. Fig. 3
illustrates the slot layout for two example batching parameters
P. The query ciphertext g, created by the receiver, replicates P
identifiers across the slots so that it can be compared in parallel
against many packed identifiers. Let P denote the number of per-
tinent matches expected by the receiver.? In contrast, the batched
database ciphertexts pack multiple signal identifiers sequentially
across the slot vector. This asymmetric layout allows a single ho-
momorphic comparison to test the query against many candidate
identifiers simultaneously.

Notice that each identifier occupies s slots (dotted lines in Fig. 3);
thus, the number of identifiers that can be packed in a ciphertext
while reserving space for the pertinent outputs is b = %. We refer
to b as the batch size. The sender partitions the identifiers in BB
into groups Ist = (Isty, ..., Ist[|sg|/»7), Where each group contains
at most b identifiers and is then packed into a ciphertext as:>

ct <= FHE.BatchEnc(pkg,,, Ist;, P).

The result is a list of batched ciphertexts b, each encoding multiple
identifiers arranged in contiguous blocks of s slots.

This slot structure enables the equality test in our protocol. After
evaluating the slot-wise comparison between a batched ciphertext
and the query, the protocol performs a rotation-and-multiplication
reduction across the s slots of each identifier block. This reduction
forms an AND-tree over the slots of each identifier, resulting in a
single indicator bit per identifier that signals whether the corre-
sponding identifier matches the query. These indicators form the
pertinent vector used in the final compression step. Our compres-
sion relies on SophOMR [41] and is presented in Section 2.1.

5.1.2  Correctness and Security of FHE-based S-OMR.

THEOREM 5.1. The S-OMR scheme of Fig. 2, S-OMR, satisfies cor-
rectness, assuming the correctness property of FHE and the pseudo-
randomness of PRF.

Due to space limitations the proof of the above theorem is de-
ferred for Section C.1.

THEOREM 5.2. The S-OMR scheme of Fig. 2, satisfies receiver pri-
vacy, assuming the IND-CPA security of the underlying FHE scheme
and the pseudorandomness property of PRF.

Proor. Our proof is via a sequence of hybrids.
Hybrid Hyb,,. This hybrid matches Expi’P?OMR(l)L, A).

Hybrid Hyb!. Let rt # be an upper bound on the number of or-
acle queries made by A. We define Hyb(l) = Hyb, and for i €
[rta], Hyb!, in the first i computations where the protocol de-
fines pky,; via pky..append(FHE.BatchEnc(pkg,., Ist, P)), instead
of using Ist «— [PRF(i)];e[p], as the protocol dictates, the hybrid
uses Ist < [0™];¢[p], i.e., instead of using FHE to batch encrypt

. t
PRF outputs, it batch encrypts zeros. We define Hyb, := Hyb; A,

2Notably, as PRFs are parameterized by a symmetric key k, different identifiers need
to be used for different senders. For simplicity of presentation, our protocol treats P as
if all the pertinent messages are from the same sender, but it also supports multiple
senders.

3In the protocol description, we overload the FHE.BatchEnc operation and use the
same notation for both client and server batching. The differences between client and
server batching are explained in Section 5.1.1.
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Queryq [1] [ ] [ ] [ ] [

Ciphertext

list b

Queryq [ 7] ¢ | A | [ c || | A

Ciphertext [

list b .

(b) Batching with P = 4.

Figure 3: Batching example for P = 2 and P = 4 with |BB| = 10, total ciphertext slots N = 60, and slots per signal s = 3. The
ciphertext list b is the batched version of BB, while the query q is the client’s batched query. The structure of both b and ¢

depends on P.

The indistinguishability between Hyb! and Hyb{*! follows by the
IND-CPA security of FHE.

In more detail, for i € [rt#], we define an adversary A; that
plays against the IND-CPA security game of FHE. A’ receives
pkep,. from the challenger of FHE and for the entire computation
before reaching the i-th pky,,.append(FHE.BatchEnc(pk,,, Ist, P))
call, it fully simulates Hybi™'. When it reaches that specific call,
it sets Isty < [PRF(i)];c[p] as the protocol dictates, sets Ist; «
[0™]ic[p], and sends Isty, Ist;, to the challenger of the IND-CPA
security game, and uses the response for the rest of the execution.
Finally, outputs the bit b output by A.

Observe that, if the challenger encrypts Ist,, then A; simulates
perfectly Hyb!™! for A, otherwise it simulates perfectly Hyb!, and
the distinguishing advantage is bounded by the advantage of break-
ing the IND-CPA security of FHE.

Hybrid Hyb,. The current hybrid, simulates a uniformly random
function f : {0,1}" — {0, 1}, and instead of computing signals as
sig «— PRF(i), it computes f(i). The indistinguishability between
the hybrids follows from the pseudorandomness property of PRF.
In more detail, we define an adversary A’ that plays against the
challenger of the pseudorandomness property of the PRF, and when
the execution requires a PRF evaluation, it forwards the call to
the challenger, and uses the response for the rest of the execution.
Clearly, if the challenger returns PRF evaluations, then A’ simulates
perfectly Hyb,, otherwise, it perfectly simulates Hyb,, and the
distinguishing advantage is bounded by the security of PRF.

Hybrid Hyb,. The current hybrid computes signals using the
PRF key of st;n 4 The indistinguishability between the hybrids fol-
lows from the pseudorandomness property of PRF. In more detail,
we define an adversary A’ that plays against the challenger of
the pseudorandomness property of the PRF, and whenever the ex-
ecution requires a PRF evaluation, it simply forwards the call to
the challenger, and uses the response for the rest of the execution.
Clearly, if the challenger returns PRF evaluations, then A’ simu-
lates perfectly Hyb,, otherwise, it perfectly simulates Hyb,, and
the distinguishing advantage is bounded by the security of PRF.

Hybrid Hyb,. We define Hyb{ := Hyb, and for i € [rt#], Hyb,
in the first i computations where the protocol defines pkg,, via
pkyet-append(FHE.BatchEnc(pk,, Ist, P)), instead of using Ist «
[0™]ic(p), it uses Ist «— [PRFy(i)];e[p}, as the protocol dictates. We

define Hyb, := Hyb;tﬂ. The indistinguishability between Hyb’ and
Hybi*! follows by the IND-CPA security of FHE.

In more detail, for i € [rt], we define an adversary A; that
plays against the IND-CPA security game of FHE. Adv’ receives
pk¢pe from the challenger of FHE and for the entire computation
before reaching the i-th pk.;.append(FHE.BatchEnc(pkg,., Ist, P))
call, it fully simulates Hybi™!. When it reaches that specific call,
it sets Isty < [PRFi(i)];c[p] as the protocol dictates, sets Ist; «
[0™]ic[p], and sends Isty, Ist;, to the challenger of the IND-CPA
security game, and uses the response for the rest of the execution.
Finally, outputs the bit b output by A.

Observe that, if the challenger encrypts lsto, then (A; simulates
perfectly Hyb! for A, otherwise it simulates perfectly Hyb’™*, and
the distinguishing advantage is bounded by the advantage of break-
ing the IND-CPA security of FHE.

O

5.2 OMR-KEM Construction

In this section, we present our OMR-KEM construction, depicted
in Fig. 4.

Let PKE = (KeyGen, Enc, Dec) be a public key encryption scheme
with ciphertext space C and let OMR = (ParamGen, KeyGen, Signal,
Digest, Decode) be an Oblivious Message Retrieval scheme with
payload space # := C. We define an OMR Key Encapsulation Mech-
anism scheme OMR-KEM = (ParamGen, KeyGen, Encap, Digest,
Decap) (w.r.t. key space K) in Fig. 4.

The ParamGen operation of OMR-KEM executes the correspond-
ing operation of OMR. Next KeyGen, executes KeyGen of OMR
and PKE, and pairs together the public and secret keys to form the
public key and secret key of OMR-KEM. The encapsulation oper-
ation Encap computes a signal sig via a call to OMR.Signal(pk),
samples a fresh key k, and generates a ciphertext ¢ under PKE. The
operation returns the key k and the ciphertext (c, sig). The Digest
operation of OMR-KEM executes the corresponding operation of
OMR. Finally, the decapsulation operation executes the decoding
procedure of OMR to recover the pertinent payloads msg, and then
the decryption operation of PKE to recover the list of keys keys.

5.2.1 Security of OMR-KEM. In the current section, we prove cor-
rectness and security of the OMR-KEM scheme depicted in Fig. 4.

THEOREM 5.3. The OMR-KEM scheme of Fig. 4, OMR-KEM, satis-
fies correctness, assuming the correctness property of the underlying
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pp < OMR-KEM.ParamGen(11) :

1. pp < OMR.ParamGen(1%)
2. Return pp

> OMR parameter generation.

(sk, pk, pkget) <= OMR-KEM.KeyGen(pp) :

1. (skomr, Pkgig, Pkger) <~ OMR.KeyGen(pp) = OMR key generation.
2. (pkpes Skpke) <= PKE.KeyGen > PKE key generation.

3. Return sk := (skomr, skpke), pk = (pksig’ pkpke) and pk g,
(k, ct) « OMR-KEM.Encap(pk) :
- (pkgig, pkpke) — pk > Parse pk.

. sig < OMR.Signal(pk > Compute the signal.
k— %K
. ¢ « PKE.Enc(pkge,

. Return (k, (¢, sig))

sig)
> Sample a key k.
k) > Encrypt k under pk

pke*

G W N e

dgst < OMR-KEM.Digest(BB, pky, P) :
1. dgst <~ OMR.Digest(BB, pky., P)> Parse each BB element as
(c,sig).
2. Return dgst

keys « OMR-KEM.Decap(dgst, sk) :
1. (skomrs Skpke) sk

2. keys « []

3. msg < Decode(dgst, skomr)> Recover payload list msg from OMR

> Parse sk.

> Initialize empty key list.

decoding.
4. For each ¢ € msg:

- keys.append (PKE.Dec(skpje, ¢))
5. Return keys

> Append decryptions.

Figure 4: OMR-KEM construction.

public key encryption scheme PKE and the correctness property of the
underlying OMR scheme OMR.

The proof of the above theorem is via a reduction to the correct-
ness property of PKE and OMR. Due to space limitations the proof
is deferred for Section C.2.

THEOREM 5.4. The OMR-KEM scheme of Fig. 4, OMR-KEM, sat-
isfies receiver privacy, assuming the receiver privacy property of the
underlying public key encryption scheme PKE and the receiver privacy
property of the underlying OMR scheme OMR.

Due to space limitations the proof of the above theorem is de-
ferred for Section C.3.

THEOREM 5.5. The OMR-KEM scheme of Fig. 4, OMR-KEM, is an
IND-CPA secure KEM, assuming the IND-CPA security of PKE.

Due to space limitations the proof of the above theorem is de-
ferred for Section C.4.

6 Evaluation

6.1 Experimental Setup

We implement the FHE-based S-OMR protocol for both CPU and
GPU, available at https://github.com/yiannisdt/StOMR. StOMR-
CPU is implemented using the OpenFHE libraries as a BFV backend
while StOMR-GPU uses a Microsoft SEAL-based interface and a cus-
tom set of BFV CUDA kernels as the backend. All experiments were
run on a server with a 64-core AMD EPYC 7702P, 256 GB of RAM,
and an NVIDIA RTX 6000 Ada GPU with 48 GB memory. Where
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Figure 5: Latency comparisons with related works for an
increasing number of transactions. Payload x size = 4896 bits
and pertinent messages P = 4.

possible, we exploit the concurrency in the protocol to parallelize
across multiple threads. We parameterize BFV for StOMR with a
polynomial degree of 2!¢ and a plaintext modulus of 20 bits for a
security level of at least 128 bits, yielding a multiplicative depth of
22. For SophOMR, to accommodate the range check, we utilize the
same polynomial degree, but with six more primes in the ciphertext
modulus. We note that this larger parameter set corresponds to
approximately 128 bits of security. We fix the size of PRF outputs
to be 32 bits for all experiments (each of which generated a tag
occupying 2 ciphertext slots). Lastly, in accordance with prior work
[41, 42], we fix the payload size to be 612 bytes (4896 bits), which
is the typical size of Zcash transactions [36].

Dataset Sizes. To choose realistic bulletin board sizes for evalu-
ation, we rely on public statistics about shielded transactions in
Zcash. ZecHub* maintains updated statistics on shielded activity de-
rived from the Zcash blockchain®. Using these data, we observe that
between November 2024 and November 2025, there were 198,493
Orchard shielded transactions and 263,376 total shielded transac-
tions (Sapling and Orchard combined). Orchard represents the most
recent and actively used shielded protocol in Zcash.®

Dividing the total number of Orchard transactions by roughly
one year of activity yields around 16,000 shielded transactions per
month. 2 transactions correspond to roughly about one month of
accumulated Orchard activity, making this range representative for
typical wallet synchronization. Even in the rare case where more
transactions must be processed (e.g., after prolonged inactivity),
the bulletin board can be handled by running multiple protocol
instances on disjoint subsets of the transactions.

6.2 Comparisons with Related Work

Detector Cost. Fig. 5 depicts the server latency of StOMR and
state-of-the-art OMR protocols in the form of SophOMR [41] and
InstantOMR [42]. We observe that StOMR-CPU exhibits a lower
latency of up to approximately 3.6x relative to SophOMR and has
a faster evaluation time across the entire range of transactions
for settings with a small number of pertinent messages. StOMR-
GPU shows matching scaling, but decreases latency significantly —
1.6-3.7x faster than StOMR-CPU and 3.3-13.6X faster relative to

*https://zechub.wiki
Shttps://raw.githubusercontent.com/ZecHub/zechub-wiki/refs/heads/main/public/
data/zcash/shieldedStats]SON

®https://zcash.github.io/orchard
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Figure 6: Latency comparisons with related works for an
increasing number of pertinent messages P. Transactions
= 23 and payload x size = 4896 bits. StOMR-GPU executes
B = P/4 parallel batches of queries.

SophOMR. On the other hand, InstantOMR is optimized specifically
for settings where the number of transactions on the bulletin board
is small; as expected, it exhibits a lower latency than StOMR for
these cases. StOMR-CPU and StOMR-GPU outperform InstantOMR
in this setting when the size of the bulletin board exceeds about
2048 and 1024 transactions, respectively, and exhibit a speedup of
over 15X and 25X, respectively, for 2!° transactions.

Additionally, we evaluate each protocol’s performance given an
increasing number of pertinent messages (which also corresponds
to the number of filters in StOMR) per user in Fig. 6 for a fixed num-
ber of transactions and payload size. We find that StOMR excels for
settings with a limited number of pertinent messages, as this has
a large bearing on the number of slots, and therefore ciphertexts,
required to evaluate the protocol. In particular, the computational
complexity of the compression step of the protocol scales with this
parameter. SophOMR-CPU’s compression step also scales with the
number of pertinent messages P, but at a slower rate since fewer
ciphertext slots are required to hold both the query and the inter-
mediate data. SSOMR-GPU instead runs B = P/4 parallel queries
with P = 4 pertinent messages each, so per-query compression di-
mensions stay fixed; total work grows only linearly in the number
of parallel queries B rather than quadratically in P, and we leverage
the GPU to execute the B queries concurrently. As a result, even up
to P = 2%, StOMR-GPU’s outperforms each of our baselines. Lastly,
InstantOMR scales primarily with the size of the bulletin board,
and the number of pertinent messages has a negligible bearing on
the overall server latency.

Finally, we evaluate the latency-communication tradeoff for GPU-
based parallel queries in Fig. 7. Larger sets of pertinent messages P
concentrate work into a single query, reducing the number of query
ciphertexts uploaded by the client but driving server latency up
significantly; smaller P paired with more parallel batches B = 64/P
flattens latency at the cost of an extra ~30 MiB query ciphertext per
batch. The resulting Pareto frontier has (P, B) = (16,4) minimizing
total bytes of communication for query and response (180 MiB)
and (4, 16) minimizing overall server latency (55 s). At the extreme,
both large-batch points (2,32) and (1, 64) suffer from both higher
communication and server latency.

Sender Cost. In Table 1 we report the cost of publishing protocol
digests on chain under these models. StOMR signal sizes are approxi-
mately 550X, 650X, and 178X smaller than PerfOMR, SophOMR, and
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Figure 7: Server-side latency vs. total client<>server commu-
nication for the (P, B) tradeoff at P- B = 64 pertinent messages,
with ring-switching enabled. T = 2'*, payload = 4896 bits; each
point is labelled (P, B).

Table 1: Signal publication cost. Ethereum assumes a 0.50
gwei gas price and 16 gas/byte calldata. Zcash assumes 0.00001
ZEC per kB relay fee.

Protocol Signal Gas ETH Cost  ZEC Cost
PerfOMR 2.2KB 56,200 2.8100e-5 2.20e-5
SophOMR 2.6 KB 62,600 3.1300e-5 2.60e-5
InstantOMR 714 B 32,424 1.6212e-5 6.97e-6
StOMR 8B 21,128 1.0564e-5 7.81e-8
StOMR 4B 21,064 1.0532e-5 3.90e-8

InstantOMR, respectively. To estimate on-chain publication costs,
we model signal submission as calldata in a standard Ethereum
transaction with calldata costing 16 gas per nonzero byte and 4 gas
per zero byte, in addition to the 21,000 gas base transaction fee [1].
For Zcash, we use the standard relay fee model of approximately
0.00001 ZEC per kilobyte, yielding a linear cost in the signal size
[62]. Using a conservative gas price of 0.50 gwei, publishing a 4-
byte StOMR signal costs approximately 1.0532e-5 ETH, compared
to 2.8524e-5 ETH for the 2.2 KB PerfOMR signal, 3.1796e-5 ETH
for the 2.6 KB SophOMR signal, and 1.6212e-5 ETH for the 714 B
InstantOMR signal. At a representative market price of $2,050 per
ETH and $222 per ZEC,” the Ethereum calldata costs in Table 1
correspond to $0.06 for PerfOMR, $0.07 for SophOMR, $0.04 for
InstantOMR, and $0.02 for SSOMRdue to the fixed Ethereum trans-
action cost. Under the Zcash relay-fee model, where fees scale lin-
early with signal size, the savings are much more pronounced, with
StOMR ($0.000009) reducing publication costs by approximately
564X, 667X, and 179X compared to PerfOMR ($0.005), SophOMR
($0.006), and InstantOMR ($0.002), respectively.
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C Deferred Proofs
C.1 Proof of Theorem 5.1

Forany T € N, consider any sequence of honestly generated signals

(sigi,st;nd) « Signal (st ielT],

snd />
and let BB = ((xy, sig;), ..., (x7,sigy)) be a bulletin board contain-
ing these pairs (and possibly additional arbitrary entries). Further-
more, let msg be the list of payloads x; whose signals sig; were
honestly generated from the evolving sender’s state stq,4, and for
starters assume that P > |msg]|.

Towards contradiction, assume the correctness property of the
scheme is violated. Then, with non-negligible probability, msg #
msg, where msg is the output of Decode. Let E be such an event
and let E’ be the event in which a signal included in BB that has
been generated by another (honest) user matches one of the signals
in (sigy,...,sigp).

Recall that signals are computed via PRF evaluations over a
private key k that is shared between the sender and the receiver, and
the detection algorithm checks equality of signals submitted by the
receiver via pk .., with those stored in BB. Therefore, conditioned
on —E’ (and assuming P > |msg|), each queried signal matches at
most one entry in BB, therefore the detector evaluates the correct
equality check and the probability of E is upper bounded by the
probability of breaking correctness of the underlying FHE scheme,
since correctness could only be violated if the FHE decryption fails
to output the right payloads. Therefore Pr[E A =E’] < negl(4),
assuming the correctness property of the underlying FHE scheme.

We now bound Pr[E A E’] by bounding Pr[E’]. Let Hyb, be the
execution defined by the correctness property. We define Hyb, to
be as Hyb, with the only difference being that signals of the target
sender/receiver pair (the pair for which we prove correctness) are
computed by simulating a uniformly random function f : {0,1}" —
{0, 1}™. Clearly, Hyb,, is indistinguishable from Hyb,, assuming the
pseudorandomness of PRF. Furthermore, in Hyb,, for any j, sig,
Pr(f(j) =sig] = sz since f is picked uniformly at random. Let
E” be the even of having a collision in any pair of signals in BB.
Then, we have Pr[E'] < Pr[E”] < (®l) - -1, <|BBJ?- 5k, and the
proof is concluded, for P > |msg|.
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For P < |msg|, observe that during the decode operation the
protocol prepares P signals for the next digest operation, and cor-
rectness of subsequent digest executions is handled as above. In
that case the receiver requests multiple digest operations in order
to recover all the incoming payloads.

C.2 Proof of Theorem 5.3

Towards contradiction, assume the correctness of the scheme of
Fig. 4 is violated. Then by definition (cf. Fig. 3), with non-negligible
probability, k‘éyis # keys, where 1;575 denotes the list of keys gen-
erated via an honest execution of the encapsulation operation and
keys denotes the list of keys computed after decapsulation. Then,
there exists i € [T], such that (Izl-, ct;) was honestly generated,
and the i-th entry of keys, k;, is not equal to k;. By definition ct;,
consists of (c;, sig;), therefore /;i # k;, implies either that the i-th
entry of msg (the list of decoded ciphertexts) is not equal to the
PKE ciphertext c;, and clearly this would violate the correctness
property of OMR since by assumption the payload of the i-th en-
capsulation operation is ¢;, or l;i # PKE.Dec(skpie, ¢;), violating
the correctness of PKE, since by assumption c; is encrypting k:.
Therefore, the probability of breaking the correctness property of
OMR-KEM is upper bounded by the probability of breaking the
correctness property of the underlying schemes.

C.3 Proof of Theorem 5.4
The proof follows a sequence of hybrid experiments, described
below.
Hybrid Hyb,,. This hybrid matches Expgg‘OR'KEM(lA, A), where
EprOF’,\"bR_KEM(l’l, A) is defined as follows:
OMR-KEM (14 .
Expgp (14, A):

e pp «— ParamGen(1%),
o (sko, pky, pkge,) — KeyGen(pp),
o (ski, pky, pkje) < KeyGen(pp),

det

e (-, cty) « Encap(pk,); (-, ct;) < Encap(pk,),
o aux < (pp, pky, Pkers PRy Per)s

o b/ «— A(aux,cty),

e Return b’.

Hybrid Hyb,. By the definition of OMR-KEM pk, = (pkgig, pkgke),
pk, = (pk;ig,pk;ke). Hyb, computes (-, ct) < Encap(pk), where
pk = (pkgig, Pk;l)ke)s and ct is provided to A together with aux «
(pp. pko, PkSe; PKy, pkiey)- The indistinguishability between the two
hybrids reduces to the receiver privacy security of PKE.

More formally, we define an adversary A’ that plays against

the receiver privacy game w.r.t. PKE. A’ receives pkgke, pkéke and
computes the following:

e pp < OMR.ParamGen(1%)

o (sk%.., pkgig, pki.) — OMR.KeyGen(pp),

o (skl.. pk;ig, pkle) — OMR.KeyGen(pp),

e Sample k < K and return (k, L) to challenger of Expg'éi,

PKE
RP,b’

Oninput (L, ¢) from Exp
Set ct « (¢, sig),
Set pk, « (pk‘;g, Pkgke), pky — (pk:ig’ pk;l)ke)’

compute sig «— OMR.Signal(pkOig),

S
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o aux — (pp, pky, P Py, PRjer)s
e Compute b’ « A(aux,ct) and return b’.

Clearly, if A’ plays against Expg';’%, then it perfectly simulates Hyb,,,

while if it plays against Exp?;’El, it simulates perfectly Hyb,, and the
distinguishing advantage of A’ against Hyb,, Hyb,, is bounded by
the distinguishing advantage of A against Expg'é)%, ExpEE)El, which
is negligible by the receiver privacy security of PKE.

Hybrid Hyb,. This hybrid matches Exp%ﬁ‘/‘lR'KEM (14, A). The in-
distinguishability between the current hyb’rid and Hyb, reduces
to the receiver privacy security of OMR. More formally, we define
an adversary A’ that plays against the receiver privacy game w.r.t.
OMR. A’ receives aux = (pp, pk, pkget, pky, pkéet) and sig from

the Exp(lgF/,\"bR and computes the following:

(Skpke> pkpke) — PKEKeyGen(l’l)
Set pky < (pk,, PKpke)s pk; <« (pk,, PKpke)
k «— K, ¢ « PKE.Enc(pk,,, k)

Set aux’ < (pp, pky, pkl... Pk}, pkie,), ct — (c,sig).

Compute b’ « A(aux’, ct) and return b’.

Clearly, if A’ plays against EprogfoR then it perfectly simulates

Hyb, for A, otherwise it perfectly simulates Hyb,. Therefore, the
distinguishing advantage of A is bounded by the distinguishing
advantage of A’ against the receiver privacy security of OMR.

pke>

C.4 Proof of Theorem 5.5
Let A be any adversary against the IND-CPA KEM security of
OMR. The proof is via a sequence of hybrids.

Hybrid Hyb,. This hybrid matches Exp%’\g%ﬁ{\g(l’l, A).

Hybrid Hyb,. In Hyb,, the Encap operation, instead of encrypt-
ing ko, encrypts the all zeros key. The indistinguishability between
Hyb, and Hyb, reduces to the IND-CPA security of PKE.

More formally, we define an adversary A’ that plays the IND-
CPA security game w.r.t. PKE while simulating Hyb, (or Hyb,) to A.
A’ receives the public key of PKE, samples keys for the underlying
OMR, and for the encapsulation operation, samples ky « %K, sets
kg = 0%, and sends ko, kg, to the challenger of the IND-CPA security
game w.r.t. PKE. After receiving c¢ from the challenger, it simulates
sig according to the protocol specification, and executes Hyb,, for
the rest of the execution, using ko, (c, sig), and the OMR-related keys
sampled earlier. Clearly, if the IND-CPA security game encrypts ko,
A’ simulates Hyb,, for A, otherwise simulates Hyb,, therefore the
distinguishing advantage of A is bounded by the advantage of A’
in breaking the IND-CPA security of PKE.

Hybrid Hyb,. Hyb, provides k; as adversary input. The remain-
ing execution follows Hyb,. The statistical distance between the
two hybrids is negligible, since in both hybrids the adversary re-
ceives a uniformly random key, and the ciphertext encrypting 0.

Hybrid Hyb,. The final hybrid matches Exp&%’?&ﬁ%(l’l, A), e,
the ciphertext output by the encapsulation operation now encrypts
ko (instead of 0). The indistinguishability between the current hy-
brid and the previous one follows from the IND-CPA security of
PKE and the proof is along the lines of the one used to prove indis-
tinguishability between Hyb, and Hyb;.
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